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About this document

This document is part of a set of resource documents included in the Integrity Management
Toolbox for WASAs:

- Facilitator’s Guide
- Description of Integrity Risks (this document)
- Description of Integrity Instruments

The actual toolbox also contains all the necessary training materials for an Integrity Management
workshop with WASAs and an easy-to-use Excel file linking all the integrity risks with the
instruments. A comprehensive open-source library containing more than 250 integrity-related
references, further reading documents and additional materials for each training module is
available upon request.

The Integrity Management Toolbox for WASAs was developed and piloted in Bangladesh in
cooperation with BAWIN based on experiences made in Kenya and Indonesia. During the
development phase, integrity challenges and potential solutions were identified through a desk
study, and verified and complemented jointly with staff of Khulna WASA. These findings were
converted into a methodological concept for integrity management for WASAs and provided the
basis for the development of the Integrity Management Toolbox for WASAs. The toolbox was
validated and then piloted in Khulna WASA in 2015. The pilot proved the feasibility of the
approach and led to demonstrable outcomes that enhance transparency, accountability and
participation in service provision. As the concept of the Integrity Management Toolbox can be
transferred and adapted to any geographical context, administrative level and target group, the
approach has received substantial interest within the development cooperation and water sector
community.

This document (Description Integrity Risks) provides detailed descriptions of the most common
integrity risks for WASAs, including examples for “red flags” (warning signs indicating potential
lack of integrity in a WASA) and concrete examples from different public sources for each risk.
The integrity risks are organised in six categories, which are oriented along the
departments/work areas commonly found in WASAs:

- Customer relations

- Operations and maintenance

- Financial management

- Procurement and contract management
- Governance, management and controls
- Human resources management

- Framework risks

Most of the integrity risks at the level of WASAs are generic and comparable across the globe. A
handful of country-specific risks do however exist. Most of the country-specific risks are likely to
be found in the risk area ‘Framework risks’ as they are linked to the political and regulatory
framework.

Literature can be requested from WIN or cewas. The Excel-based toolbox is available under
www.waterintegritynetwork.net and www.cewas.org
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@Feig e F Customer relations

Good customer relations can be of benefit as WASAs are dependent on their customers. It can
for example increase customer loyalty and allow obtaining feedback on how to improve their
products and services, which in return can have good effects on reputation. Insufficient
complaints management and customer orientation pose a risk when failures, unethical behaviour
or illicit practices are not reported to the ones responsible. Customers may refuse to cooperate,
however it can also be the case that customers accuse the company of corruption in order to
blackmail them.

1. st fifoey 9% <¥9ce 3 Bribery to postpone disconnections

Category

Customer relations

I

I GFGw (@l [F quIT 1 B, AR qe (@ @olF T [ikg A 27 1 e f[fvkgy B!
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Description

If a customer doesn’t pay bills, a common practice is to disconnect the
customer. In order to avoid disconnections, bribes may be paid to field staff
who are supposed to disconnect the customer or to administrative staff to
prevent the customer from being listed for disconnection.

Red flags

* High levels of non-revenue water
* Few re-connections in comparison to reported disconnections

Documented
examples

Global Corruption Report (Transparency International/WIN, 2008):

* In New Jersey (USA) in 2007, a water agency employee pleaded guilty to
colluding with a landlord to extract money from poor households that sought
to avoid water disconnection due to outstanding bills.

* A woman who was wrongly billed 60 times more than her normal monthly
rate for water was told that to have her service turned back on she would
have to make the full payment. The elderly widow refused and instead
began having her lodgers collect water from a nearby church.

2. S3Y *«: ACANR &) 99 Bribery for illegal (re-)connections

Category

Customer relations

39t
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Description

WASA staff members know how to set up water connections and have good
knowledge of the distribution network. Using this knowledge they may engage
in setting up illegal connections against payments. Against a bribe, technicians
may also illegally re-connect customers that had been disconnected for not
paying their bills. Furthermore, bribes are paid to avoid the reporting of illegal
connections. Such connections to the WASA’s network can increase the level
of unaccounted-for water, and can reduce efficient billing and the overall
resources available to the WASA.

Red flags

* No or very few illegal connections are reported in areas with high non-
revenue water and where illegal connections could be expected
* Few re-connections in comparison to reported disconnections

Documented

Global Corruption Report (Transparency International / WIN, 2008):
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examples

* In Sierra Leone, a director of the Freetown WSP was killed in 2007 during a
clampdown on firefighters over their illegal resale of water.

Corruption Practices and the Available Complaint, Feedback and Redress

Tool(s) and Anti-corruption Tool(s) in Water and Sanitation Sector — Bondo

District, Kenya (KWAHO / UNDP 2009):

* One of the main challenges is the case of illegal connections, which may
involve both staff of the WSPs and other private plumbers. The connections
can be made at various points in the water pipe or via bypasses fitted
before water meters by metered consumers.

Corruption in Public Service Delivery: Experience from South Asia’s Water and

Sanitation Sector (Davis 2004):

* In one city, we learned about a vigorous private plumbing market in which a
household can obtain a water supply connection for roughly half the official
fee charged by the public provider. Recurrent costs of service for an illegal
connection are simply the costs of maintaining it and concealing its
existence, perhaps including payment to a line worker who discovers it.

Deterring Corruption and Improving Governance in the Urban Water Supply &

Sanitation Sector (Halpern et al, World Bank, 2008). ‘Payments for lllegal

Connections—India’s Licensed Plumbers’

* In one Indian metropolis, water services are provided by the Water
Department. However, connections may be made by “licensed plumbers”,
who are independent contractors, not Department staff. The licensed
plumbers are authorised to make legal connections for slum-dwellers and
other citizens. However, the ‘licensed plumbers” systematically delay
making legal connections, instead being paid directly by slum-dwellers to
make illegal connections. This is further exacerbated because—since the
licensed plumbers must pay the Water Department for their licenses—
Water Department employees have an incentive to be slow in approving
legal connections to the slum dwellers, in order to sustain the illicit business
of the licensed plumbers (and hence the license “fee” payments to
themselves).

3. wretn wedie efREese at Ao Insufficient customer orientation

Category

Customer relations

I
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Description

Despite their monopolistic character, customer satisfaction plays a critical role
for WASAs. The billing and collection system, customer feedback system,
amount of service options, information channels to customers and response
times to customers’ complaints have to be designed in a customer-friendly way.
(Baietti et al., 2006) Without proper customer orientation WASAs fail to focus
on who they are supposed to serve and what the needs are, resulting in low
performance and credibility. Customers may not be aware of their rights and
obligations or simply refuse to cooperate, e.g. by not paying for services or
illegally obstructing or polluting water. It can also be the case that customers
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accuse the organisation of corruption in order to blackmail.

Red flags * Low quality of work

+ Confusion about customers rights and obligations

* Unsatisfied customers

* Delay in bill payment

» Lack of repeat business and referrals

« Little or no channels, through which feedback from customers is collected

» Little or no channels, through which customers are alerted about service

changes

Documented | Customer-Oriented Reforms in Urban Public Water Supply in Uganda (1998-
examples 2008) (Wanyakala 2011)

To further illustrate the historical problems, and the limited success of
previous supply-led reform efforts at improvement, one of the former
ministers in charge of water, in an interview, argued that a lack of focus on
crucial performance targets to meet customer demands was a major
problem that had undermined performance in urban water supply (M-05). In
particular, he claimed that financial, institutional, organizational and
managerial bottlenecks largely constrained the performance of the
corporation, especially in responding to the requirements of both existing
and potential customers. The former minister, drawing on his anti-colonial
activism, blamed the persistent water supply problems on the colonial era,
when population growth in peri-urban areas was not well anticipated,
prioritised and planned for. This situation, he argued, was compounded by
petty corruption amongst water staff, indifferent customers, unjustifiably
high water rates and general resource constraints that affected the
sustainability of the supply.

4. e 9 et (sat Low responsiveness to complaints

Category

Customer relations

39t

(@l I AfamECAE St N Gl emiA MAFIS: GP6! 7Iq e FIFAA IR:&F |
ST GRZIA TSI P 7T FACE, G JF 4 AZET AN FF B A7 (Fod ©Iewd
fozrae el F[E; PR AER PG A SAAFCAT A APOPII ], SO JIRF I WY PIeerd
FIFC TG STl Ifed PR S (AR 7 | A4FE (FORFI ©f AT FAC© THY 9 G2
fa1a7 219 |

Description

Low responsiveness to customers typically goes along with a weak complaints

management. Without a properly functioning complaints management, WASAs

lose their ability to control risks and manage external relations, because

failures, unethical behaviour or illicit practices by the organisation’s staff or

partners don’'t get reported to the ones responsible. Furthermore, customers

are unable to seek redress and lose trust.

In evaluating the reliability of information from complaints services, WASAs

may consider factors such as (Harper et al, World Bank 2008):

* How independent is the complaints office, for example from the
management or other staff members?

* Is the complaints service widely known to the public? Is it well publicised?

» Is the service respected, and considered to be effective by other
stakeholders?

* What arrangements are in place to protect “whistle-blowers” against
retaliation? Can complaints be made anonymously?

Red flags

* Long response time of WASAs to customer complaints
* No regular reporting of complaints from customer care to management
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Documented
examples

Good governance in the Kenyan water sector [GIZ, 2013]:

* Consumers [...] find it difficult to access complaint desks or to secure
information on WSP investments and performance.

* Although many companies have received substantial funding and capacity
building [...] they still fail to adequately respond to complaints.

* Without effective complaint mechanisms, and where awareness about the
rights and responsibilities of providers and consumers is lacking, poor
householders are unable to seek redress.

Investigation into corrupt conduct of Sydney Water employees and others

[ICAC 2011]:

Sydney Water’s ability to exert and control authority was obstructed by a
deficient complaint system and inadequate risk management processes.
Audit plans are influenced by the examination of existing records. In the
absence of a robust process of complaint capture, Sydney Water Internal
Audit was hampered in its development and prioritisation of audit plans.

5. SR @st Non-cooperative customers

Category Customer relations

qefr GIPTIF fIReTd piesare wRmifg @tg (we BT e avi | 9, JRwid TRIFel FHre Aoy
FACe A; CrIRFY IR NOF FeRoEcs IR [NERetce aasieas Squfe 71 (et 1 e
TN PO LTI Pl

Description | Customers of WASAs have contractual responsibilities such as the timely
payment of bills. Nevertheless, customers may refuse to cooperate for example
by not allowing meter readers to access meters of WASAs or refusing to pay
bills.
Customers may not be willing to fulfil their obligations towards the WASA if they
are the drivers of illicit behaviour or if they have a negative image of the WASA
(e.g. because of quality of services, experiences in the interaction, negative
reports in local newspapers and radios, etc.).

Red flags * Field staff complaints about harassment in certain parts of the service area
* Field staff reports that customers deny access to water meters
* Unpaid bills
* Delay in paying bills
* Low cost recovery
* False accusations of corruption
* Tempering with equipment
* Forging of checks

Documented | Corruption prevention to foster small and medium-sized enterprise

examples development, Vol I, (UNIDO & UNODC 2007)

* An undue payment, required in order to get an electricity supply connection
[or any other kind of good or service], is obviously a burden [for the
company]

Corruption in Public Service Delivery: Experience from South Asia’s Water and

Sanitation Sector (Davis 2004):

e [Half of the customers who did not file complaints had] problems such as
leaks or sewer blockages, but felt that complaining to their service provider
would not result in the problem being solved. Instead, 52% of these
respondents hired someone to fix the problem while 48% made the repair
themselves.

* [Petty corruption] involves customers directly; it shapes public perception in
important ways. One former director of an urban water board places great
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emphasis on addressing petty corruption, saying, “[the] people must

perceive us as honest. Otherwise, how can we make a case for increasing

the tariff? The customer says ‘| am having to pay an extra 100 rupees just

to have my repairs made on time.” We cannot have this kind of image and
expect public support.”

6. @ A WIS Fe gaifve T & ¢ Speed money for connections or

repair work

Category Customer relations

Fof (@OIT7d TF AARIT O34 S QI FC0 2@ AT A O, Al e I e AF qe
0 Ao, I ©rF G ZCe GRS (41 ANGF Ty &I F¢F AP | IMS ©f OF FiZTe ST
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Description Customers may (have to) make small illegal payments, also called
“facilitating”, “speed” or “grease” money, to secure or expedite services from
the WASA to which they have legal or other entitlement, such as household
connections, repair work, information or other [based on The Anti-Corruption
Plain Language Guide, Transparency International, 2009].

Red flags * Preferential treatment of certain customers
* Each technician has his or her “personal system” to schedule

connections and repair works
Documented | Global Corruption Report (Transparency International/WIN, 2008):
examples * Administrative corruption for speed (or preferential treatment) — irrigation

canal repairs, new connections

* In a 2004 survey in India customers also said they had paid bribes to
speed up repair work (33 per cent of respondents) or expedite new water
and sanitation connections (12 per cent of respondents).

National Water Integrity Study (Tl Kenya, 2011):

* Speed-up money was also indicated by some as being useful to get
connections and repairs done and may even help to reduce meter
reading.

Corruption in Public Service Delivery: Experience from South Asia’s Water

and Sanitation Sector (Davis 2004):

* [Informal payments for public service delivery ... and payments to junior
staff of public PDAMs by household members] are made in exchange for
expediting applications for new connections; quick attention to water
supply and sewer repair work; the falsification of water bills; and the
provision or ignoring of illegal service connections. Customers who need
service repairs or who desire a new service connection — services to
which they are entitled — have the option of repeatedly requesting
assistance, perhaps involving senior staff who can apply pressure on line
workers to respond, or they can pay “speed money” directly to
employees. Such payments [...] for a new connection, are typically made
in field offices or in customers’ homes, and virtually always in cash.
Those unwilling or unable to pay speed money often do not seek help for
genuine service problems, knowing that agency staff will ration their time
among bribe-paying customers.

10
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7. fBR ¥ o f&fSe wve Atd wfssw ¥t Manipulation of meters and meter
readings

Category Customer relations
9 @R (el &8 N & & g ke 77, OIF! “Aifag sfawe a1 b f[fee @ «qr e o

PN G [NGF RORAT el STy SR SI{eTH FACO A 0O FCq ©Iewd €9 I ST | 3]
@Y AN [eeag FIaed qfolae 2 FIRIET [@Eees T AT | SWiAe GHES F
ayfEare T 7R NI SwIHeT TOR’ - @2 ToF FIH0q, T 5T [fee zwe Mg

Description Customers who are unwilling to pay for the water they consumed may collude
with meter readers to reduce the volume of water recorded, thereby lowering
their bill. This may also happen to cover up high consumption resulting from
the illegal reselling of water. Falsified meter readings are difficult to detect in
many WASAs because of both chronic technical problems with meters and
lax oversight of field staff.

Red flags * High levels of non-revenue water
* Large number of customers with surprisingly low consumption in certain
areas
Documented | Global Corruption Report (Transparency International/WIN, 2008):
examples * A[...]1 2004 survey in India found that 40 per cent of water customers had

made multiple small payments in the previous six months to falsify meter
readings so as to lower their bills.

Corruption Practices and the Available Complaint, Feedback and Redress

Tool(s) and Anti-corruption Tool(s) in Water and Sanitation Sector — Bondo

District, Kenya (KWAHO / UNDP 2009):

* Constraints such as shortage of staff and inadequate transport sometimes
lead to incorrect billing or even delays in delivery of bills to consumers.
Because there are cases where there is a shortage of meters, estimates
of consumption are used and this purely relies on the goodwill of the
water official. This is an obvious loophole that leads to corruption as the
consumers want to pay less and the official is not sufficiently remunerated
to refuse bribes to charge them less. [...] This obviously affects many
other aspects of the development of the water supply system including the
improvement of the infrastructure and staff development

Improving Transparency, Integrity and Accountability in Water Supply and

Sanitation (Gonzales de Asis et. al 2009):

* The types of corruption reported most frequently were payments for
falsifying meter readings. Some 41 per cent of the respondents said that
they had made at least one such payment during the preceding six
months. Of the interviewed staff from the water agency, nearly three-
quarters said that falsification of meter readings “happens about half the
time,” “is very common,” or “happens virtually all the time”.

Corruption in Public Service Delivery: Experience from South Asia’s Water

and Sanitation Sector (Davis 2004):

* Falsified meter readings require collusion that is difficult to detect in many
communities because of both chronic technical problems with meters and
lax oversight of field staff. As one supervisor noted: ‘With the meter
reading, the men are in the field and we have no control over them. Most
of our meters do not work properly. It is accepted for the meter reader to
give an estimate when there is no proper meter reading. We cannot go
and check all the meters ourselves... [W]e must accept what they tell
us... We cannot punish the worker but we can tell him to go and do the
job without a payment of any bribes.

11
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AfFo1eT G2 T Operation and maintenance

Corruption and fraud in operation and maintenance can take different forms. In the
implementation process contractors may ‘sweeten up’ the review committee (or staff in charge of
the selection process) with lavish entertainment in exchange for certifying their work or turning a
blind eye to construction shortcomings (Tl & WIN 2008). Contractors may falsify invoicing or
bribe in order to cover up project delays. It can also be the case that staff or external actors steal
or vandalise equipment.

8. AR5 @3z TFAIFY Fwe T Fa Operation and maintenance not carried
out properly

Category Operation and maintenance
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Description Proper operation and maintenance is the backbone of a functioning water

supply and sewerage system. In order to operate and maintain this system,

investments are required in the form of work of field staff as well as payments
of sub-contractors hired to handle certain tasks. Both types of “investments”
carry integrity risks:

» Staff may lack motivation to carry out their tasks (repair work, checks or
cleaning of pipes, etc.). To cover this up they may collude with colleagues —
e.g. with those staff who handle complaints about service quality in their
work area — to avoid their under-performance being noticed.

» Staff may also misuse their position to force customers to pay bribes for
receiving the maintenance services that they are entitled to (e.g. repairs of
burst pipes that affect their water supply, etc.).

* Sub-contractors on the other hand may collude with staff to cover up that
they haven't fulfilled their contractual obligations (e.g. that they have only
carried out parts of the repairs / measures / cleaning tasks etc. that they
were supposed to do, or even that they may not have done anything at all).

Red flags * Large number of complaints and technical problems in certain parts of the
network

* Subcontractors always want to work with the same field staff and postpone
work when this staff is on leave etc.

Documented | Global Corruption Report (Transparency International/WIN 2008):

examples * Extortion in the repair and maintenance services is also common. In
Zimbabwe, a resident of Harare was told the broken pipe that leaked
sewage into his house would not be fixed unless he ‘dropped a feather —
paid a bribe.

Good Governance in the Kenyan Water Sector (GlZ, 2013):

* Prices may be inflated when procuring goods and services; kickbacks may
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be paid to decision makers; and collusion can occur in bidding processes.
Frequently, projects are awarded to the officials’ ‘preferred’ contractor,
regardless of the bid quality or price. This results in poor quality work, which
can lead to high maintenance costs or dysfunctional infrastructure

Examples of Corruption in Infrastructure (Stansbury, 2008):

* A plumbing sub-contractor is requested by the contractor to repair a toilet.
After inspecting the toilet, the plumbing sub-contractor ascertains that the
repair could be completed by the supply of a replacement washer. The
plumbing sub-contractor, with the intention of securing a higher price,
falsely informs the contractor that several new parts are necessary. The
contractor agrees. The plumbing sub-contractor replaces the parts and
invoices the contractor for the work carried out. The invoice is higher than it
would have been had only the washer been replaced. The contractor pays
the invoiced amount.

In Africa, Corruption Dirties the Water (Odiwuor 2013):

* “Because the revenue that is collected from the water sector is not ring-
fenced, it is not ploughed back in to improve services. It is not uncommon to
see leaking and broken pipes and water pumps in many parts of urban and
rural regions of African countries,” Barrack Luseno, a Kenyan water sector
analyst, told IRIN [institution for humanitarian news and analysis service].

9. fAafie ¥R ERIIA A TRAIIANT A ILFS qIR FAORER SFCHC T 3 S

Collusion of staff with informal and private water providers

Category

Operation and maintenance
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Description

Informal service provision is common in many parts of the developing world.
Informal providers can play a valid and important role in filling the gaps where the
formal WASA is unable to provide services. However, informal water vendors can
create opportunities for corruption and establishment of cartels. Systematic
informal service provision may be an indicator of serious governance problems in
the formal system. (Halpern et al, World Bank 2008)

Water vendors often sell water from (sometimes illegal) connections to a WASA’s
distribution network. WASA staff members may collude with informal service
providers, enabling them to do business and receiving a share of the profits. Staff
may also engage directly in providing private services through illegal connections,
or board members might rent out water tankers for private service provision (and
oppose network extensions to these areas to keep their business going). Informal
providers like water tankers may access public resources at low rates, or at no
charge.

Red flags

* High levels of non-revenue water
* Few household connections in certain areas despite available network
coverage
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» Extension to new service areas with high user potential and heavy
involvement of informal service providers is blocked by senior management of
board members

Documented
examples

Definition of “Collusion” from The Anti-Corruption Plain Language Guide

(Transparency International, 2009):

* A secret agreement between parties, in the public and/or private sector, to
conspire to commit actions aimed to deceive or commit fraud with the
objective of illicit financial gain.

Global Corruption Report (Transparency International/WIN, 2008):

* In Bangladesh and Ecuador, private vendors, cartels or even water mafias
have been known to collude with public water officials to prevent network
extension or cause system disruptions. These service breakdowns help to
preserve their monopoly over provision and increase the business for private
water vendors in specific neighbourhoods.

Urban Water Conflicts (UNESCO, 2012):

* The number of water retailers [in Kibera, Kenya] is estimated at around 2,000,
generating turnover of US$ 15,000 to $ 39,000 per day. Corruption and
criminal practices, stimulated by fierce competition, are commonplace among
players in the water sector. The cascade of pressure exerted ranges from the
most powerful, including the employees of Nairobi water service (the
conversion of which from a direct municipal service to a publically owned
company has not stopped the corruption), to the most vulnerable [...] For
example, water vendors, both legal and clandestine, suffer from constant
racketeering of water services staff (bribes to obtain connection or avoid
disconnection) [...].

e [Customers in a city in Mexico] claimed that ‘private water vendors have
organised a black market for potable water in the popular districts taking
advantage of the service interruption affecting a large part of the city’s
southern area’. They added that the service interruptions were planned in
collusion with municipal officers in order to create a market for private vendors

L..].

10. St g FHRWR w1 ;5 Theft by staff

Category

Operation and Maintenance, Governance, management and controls

39t
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Description

Unethical behaviour of staff can take many forms, such as theft of money or
resources. Embezzlement and other kinds of financial fraud are perhaps the
most common kind of employee theft. It can also occur that employees take
home assets of the WASA to resell them for personal benefit.

Beside personal greed, systematic theft of money or assets by staff may be the
result of bad human resources management. Unsatisfying employment
conditions as well as lack of transparency in remuneration processes may lead
to further illicit practices by staff.
(http://zamcom.smetoolkit.org/zambia/en/content/en/727/Preventing-Employee-
Fraud)

Red flags

* Money, equipment or materials frequently disappear from within the
organisation’s premises
* Asset registers are not kept up to date
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* Unreasonably high consumption of goods such as fuel or spare parts in
some departments

» Computers, printers or even cars are repeatedly claimed as defect without
clear rules what happens with them

Documented
examples

Employee Theft (http://businesspracticalknowledge.wordpress.com/legal-
security/employee-theft):

* Larceny is defined as the unlawful taking of personal property with intent to
deprive the rightful owner of it permanently. This is the type of theft that
involves an employee outright stealing cash or property from the employer.
It is differentiated from embezzlement by the fact that embezzlement refers
to theft by someone who is in a position of trust and legally allowed access
to the cash or items they are stealing. Both of these types of theft are
characterized by the fact that they occur after money has been received by
the business which is different from skimming (see below).

* Skimming is another form of theft that can be cash or property, but what
makes is distinct is the point in time at which it occurs. Skimming
specifically refers to the removal of cash from an organization before it has
been recorded and is therefore referred to as an, “off-the-books” crime.
Skimming can be done by any employee that has access to incoming cash
before it is recorded and this often includes salespeople, tellers, and
cashiers. From a business perspective skimming can be far more impactful
than larceny or embezzlement. This is because it is much harder to detect
missing cash that has never been recorded.

=i g7+t Financial management

Efficient and effective management of money is important for the WASA'’s operations. There are
a number of integrity risks regarding financial management. Employees using different methods
to get higher checks and staff working in the payroll department manipulating the company’s
payroll account can have significant consequences. A common way to cover up fraud or theft of
money is to falsify financial documents and accounts.

11. wwfeR 219 “&fe Error-prone accounting systems

Category

Financial management
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Description

Using manual or inadequate electronic systems for billing, meter reading and
accounting creates an environment conducive to the manipulation of data and
embezzlement of funds. This is further aggravated if documentation, accounting
and reporting aren’t controlled and audited properly by those managing finances.
An error-prone accounting system makes it easy to cover up irregularities and
thereby creates opportunities for theft of utility money and assets. Bad accounting
practices also make it difficult to detect and prevent other detrimental business
flaws (Wu 2005).

Red flags

* Manual accounting or old electronic accounting system
* Inadequate documentation of payments
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* Inexistent or badly managed archives

Documented
examples

Good Governance in the Kenyan Water Sector (GlZ, 2013):

* Using manual or inadequate electronic systems for billing, meter reading and
accounting makes it easier to manipulate data and embezzle funds. This was
demonstrated by a recent case, which saw 25 million Kenyan shillings (€
225,000) stolen from a utility’s bank account.

Investigation into Corrupt Conduct of Sydney Water Employees and Others (ICAC

2011):

* An organisation’s financial controls are central to strong governance. This
inquiry revealed that Sydney Water's financial controls had a number of
weaknesses that allowed [a contractor] to obtain money from Sydney Water.
The controls did not reveal Mr Harvey’s misuse of his financial delegations,
order splitting to hide large transactions within his delegation, or his
submission of questionable invoices for payment. [...] Sydney Water’s
systems allowed Mr Harvey to request, approve and certify delivery of
services purportedly provided by [the contractor]. Mr Harvey was not required
to involve any other Sydney Water person, including his supervisor, in these
transactions. [...] Mr Harvey was able to circumvent the safeguard of
delegation limits by splitting a large order into smaller components that fell
within his largely unmonitored delegations. Order splitting effectively removes
the cap on potential losses inherent in the delegation limit. With a heavy
reliance on manual checks, rather than a more sophisticated automatic
analysis of payment patterns, Sydney Water was not able to detect this
behaviour.

12. RRFS geret Systematic fraud

Category

Financial management
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Description

The falsification of financial documents (invoices, checks, expense reports etc.)
and accounts is common practice to cover up fraud and more sophisticated forms
of theft. Depending on how the WASA is structured and whether the procurement
or purchasing function is separated from the financial management, fraud schemes
may involve various actors across several departments of an organisation.
Financial staff members are responsible for handling cash processing transfers
and documenting financial flows, which puts them in a vulnerable position when it
comes to fraudulent acts. While they themselves may be actively pursuing private
gain they may equally be pressured by supervisors or managers to help embezzle
funds or make illicit payments.

Other acts of systematic distortion may be linked to cost-based regulations: private
WASA for example have considerable incentives to manipulate the accounting
data through straightforward fraud or “creative” accounting practices, e.g. shifting
costs from unregulated to regulated activities in order to inflate the costs and
negotiate higher water prices with the regulator.

A fictitious invoice is any invoice not represented by a legitimate sale and
purchase. Another fictitious invoice scheme is for an individual to arrange for
invoices to be sent to and paid by the WASA but the invoicing business does not
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exist (Greene, 2013)

Check tempering: This involves employees using WASAs' checks to pay
themselves. The simplest and most popular way this is done is by employees
simply writing a check to themselves and depositing it in their account. Often this
includes the employee forging the signature of the person authorized to write
checks. Another way employees tamper with checks is by reissuing the WASA'’s
old outstanding checks but altering the payee to themselves. The WASA in this
case has already recorded the check and deducted the cash accordingly so when
the check is deposited by the employee, there isn’t any good indication that
something has gone wrong (Business Practical Knowledge. Employee Theft)
http://businesspracticalknowledge.wordpress.com/legal-security/employee-theft/

Red flags * General red flags systematic fraud:
* Change of lifestyle of financial staff — spending patterns do not match their
income
+ Contractors and other business partners always want to deal with the same
staff and leave payment processes unfinished if the person is unavailable
+ Lots of bilateral meetings between financial staff and the same individual or
individuals, without clear purpose
* A lot of payments by the same staff are issued just below the threshold for
higher authorisation
* Financial staff or accountants that are refusing to take holidays.
* Red flags for fictitious invoice / check tempering:
* Photocopied invoices or invoices that have been tampered (e.g., sections have
been "whited out" and typed over)
* Invoice numbers from the same vendor that occur in an unbroken consecutive
sequence
* Invoices from companies with a P.O. Box address and/or no phone number
* Invoices from companies with the same address or phone number as an
employee
* The amount of each invoice from a particular vendor falls just below a threshold
for review
* Multiple companies that have the same address and phone number
* Vendor names that appear to be a "knock-off" of well-established businesses
(i.e., names spelled very similarly to well-established businesses)
Documente | Audit Splashes more Scandals at Water Agency (in Kenya) (Siringi 2010):
d examples | » An audit has exposed more rot in the Water ministry that could have led to the

loss of about Sh 200 million through questionable deals. The National Water
Conservation and Pipeline Corporation (NWCPC) might have lost Sh 137
million in a year through un-procedural payments for goods and services. The
Efficiency Monitoring Unit (Emu) says about Sh 60 million more may have been
lost through irregularly drawn cheques, undelivered goods, theft and double
payments to suppliers.

* [The Emu report] identified double payments for goods and services, forgery of
cheques, and collusion as some of the ways through which money may have
been lost from the agency.

Focus on Employee Fraud - Purchasing Frauds

(http://www.mcgoverngreene.com/archives/archive_articles/Craig_Greene_Archive

s/Focus-Employee_Frauds-Purch.html)

* Over-billing is a method where the individual submits an inflated or altered
invoice for payment. The overpayment is then diverted, paid to the employee,
or an accomplice. A 61-year-old employee of a national retail chain was
indicted for defrauding his employer of more than $2 million. He was an
employee for more than 15 years and was responsible for leasing building to
house the company's stores. On 22 leases, he altered the documents,
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including the forgery of letters to the company for fictitious legal and
maintenance services. He also altered the company's copy of the leases so
that the billings for these services would match the leases.

Investigation into corrupt conduct of Sydney Water employees and others (ICAC,

2011):

* The invoices [...], totalling $25,500, which Mr Makucha submitted to Mr Harvey
for payment by Sydney Water, were a ruse concocted between Mr Makucha
and Mr Harvey so that Mr Makucha could obtain money from Sydney Water for
his personal use. To the knowledge of both Mr Harvey and Mr Makucha, the
invoices falsely represented that they were for the sale of buildings to Sydney
Water.

13. =% JerT 1R Inefficient revenue generation

Category Financial management
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Description | Common problems in revenue generation include, for example, collusion between
meter readers and customers in order to receive side payments for under-billing,
or the involvement of WASA staff with local water cartels to cover up illegal
connections, leading to higher water losses and low efficiency in revenue
generation.

Red flags * High levels of non-revenue water
* Low billing efficiency

Documented | Construyendo Integridad en el Sector Agua — relatos desde Guatemala (van der

examples Kerk/WIN 2014):

* “People didn't want to pay for their water”, says Marco Antonio, president of
the community development council of La Esmeralda (Tejutla/San Marcos,
Guatemala). (...) “We visited everyone and told them that money is needed to
improve the service. We also made an agreement with the whole community
that if someone wouldn’t pay we would cut off the water supply. We had to cut
2 people off. Then they realized how important the water is. Now everyone
pays for their water. But what work it was to convince them! (...)”

Good governance in the Kenyan water sector [GIZ, 2013]:

e Common problems are, for example, collusion between meter readers and
customers in order to receive side payments for under-billing, or the
connivance of company staff with local water cartels to cover up illegal 18
connections, leading to higher water losses and low collection efficiency.

Corruption practices and the available complaint, feedback and redress tool(s)

and anti-corruption tool(s) in water and sanitation sector — Bondo District

[Kwaho/UNDP 2009]:

* |t becomes difficult for consumers to know who to deal with even in revenue
collection as staff does not have a clear system of identification. They say it is
not unusual to get one official presenting himself as a ministry official in one
month and a SIBO staff the next. Such confusion creates loopholes that allow

corruption to thrive as it makes follow-up difficult.
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14. Towiw emity &et=et Payroll fraud

r

Category

Financial management
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Description

Large amounts of money flow through a WASA'’s payroll account. If no control
mechanisms are in place, the potential for fraud is very high: It can range from
manipulating pay checks, falsified time sheets, or the employment of inexistent
ghost workers.

Employees can make use of payroll schemes by manipulating the amount on
their check or reproducing the check to cash a check more than once. Another
concern for WASAs is the employees who work in the payroll department. If
there are no controls in place, the payroll employees can not only inflate their
checks but also grant (or “sell”) bonuses and extra vacation time. One method
of theft in the payroll department involves creating a “ghost” employee on the
payroll. This “ghost” doesn’t exist or is a relative or friend who does not work
with the WASA, but the WASA will send checks that are collected by the
“ghost’s” creator or friend whose name is used. (Business Practical Knowledge
website, 'Employee Theft’).

Red flags

* Red flags for falsified time sheets:

+ Similar employee names entering and leaving the system at about the
same time

* More than one employee's hours increasing for no apparent reason

* More employees doing overtime for no apparent reason and with no
apparent result

* Red flags for ghost employees:

+ Employee files that have missing personnel file information

* A number of employees with the same mailing address, or using post boxes
as mailing addresses

* More than one employee using the same bank account for the deposit of
wages

*+  Employees with no withholding taxes, insurance, or other normal
deductions

Documented
examples

Payrol/ Frauds (Finlay 2010)

Payroll manipulation is common where pays are calculated on any sliding
basis, whether time or piecemeal work. The most common example of this
is employees clocking on early and clocking off late to increase the number
of hours for which they are paid. The fraud does not need to be hidden as
the payments are recorded as legitimate expenses. Verification is often
overlooked when more senior employees are submitting claims, when it is
less likely that the claim will be questioned by a junior employee. The most
common forms of the fraud are: Falsifying time sheets to increase the hours
'worked'; have someone else clock you in and out when you are not there,
or simply waiting around for some time before clocking off, to increase the
recorded hours 'worked'; physically adjusting the time on the clock when
you clock in and out; falsifying the type of work done to be paid a better rate
on the different work; and falsifying qualifications to be placed on a higher
wage rate.

* A ghost is a fictitious employee added to the payroll. Wages or salary is
paid to the ghost and is taken by the perpetrator. The larger the company
is, the more difficult it gets to detect ghost workers, particularly when
employees are spread over a number of separate geographic locations and
where the payroll function is centrally controlled. This scheme is possible
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when the officer authorizing wage payments will not recognize the ghost's
name on the payroll list. Or that officer could be the perpetrator. Hiding the
fraud is not necessary as the payments are made and recorded as
legitimate operational expenses. By inserting a ghost into the payroll
system, that ghost will be paid a wage, and the wage can be collected by
the perpetrator.

15. & o g+t *af® Weak financial management systems

Category Financial management
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Description | Using manual or inadequate electronic systems for billing and accounting
makes it easier to manipulate data and embezzle funds. This is further
aggravated if fraudulent documentation, accounting and reporting by those
managing finances aren’t uncovered through proper controls and audits
(Greene, 2013). Weak financial systems make it easier to circumvent
procedures and delegated authority, which in turn increases the risk of theft and
misappropriation of funds.
The following illicit practices may be the result of weak financial systems — but
are not limited to the financial department of an organisation (ICAC):
An employee failing to record purchases properly in order to misappropriate
cash.
An employee misappropriating cash from a machine or whilst cash is in transit.
An employee accepting or soliciting money or a benefit to provide cash to a
third party.
An employee accepting or soliciting money or a benefit to provide a good or
service to a third party without taking a cash payment from that party.
An employee being bullied or threatened to misappropriate cash or avoid
proper payment for a good / service by a third party.
An employee artificially inflating the value of a good / service to misappropriate
cash.

Red flags * Inadequate payment documentation
* Missing supporting documents for payments
* Regular ‘short cut payments’
* Lots of payments of figures just under the amount that requires additional

signatures
* Questionable invoices
* Inadequate payment documentation
* Lots of corrections in manual cash books or pristine records — i.e. a manual
cashbook that looks as if they have been written on the same day

* Accountants that are refusing to take holidays.

Documented | Enhancing Water Integrity in the Provision of Quality Water and Sanitation

examples Services in Kenya (KeWl!/GIZ 2012):

* Fiscal transfers i.e. cheques being manipulated in the Banks or water sector
organisation’s service counters.

* Cashiers using company money to make loans to colleagues.

* Cashiers exchanging money for favours

Making Anti-Corruption Approaches Work for the Poor: Issues for

Consideration in the Development of Pro-Poor Anti-corruption Strategies in
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Water Services and Irrigation (Plummer, 2007):

* In South Asia, a donor-funded poverty reduction project included the
construction of septic tanks in locations selected by communities. Following
a competitive tender, the municipality noted that the bids received were all
three times the standard unit rate. To get around what was perceived as
collusion amongst the tenderers, and high prices, the chief municipal
engineer proposed to the community that they take on the construction of
the project—it would also provide work for community members. This was
agreed and two community leaders, the most educated, were given the task
of managing the finances. Initially, there were some concerns that the
accounts were not open to the rest of the community, but when one leader
started smoking imported cigarettes rather than the local ones, the
community lost faith and in a public meeting involving donor
representatives, demanded that the accounts be made public. The costs of
materials and payment for labor were posted at the entry to the slum at the
end of each week for the remainder of the work.

¥ @32 ;& 989 Procurement and contract management

Fraud in bidding and awarding of contracts is a hotspot for corruption. Corrupt procurement can
take many forms, for example tailoring project specifications to a corrupt bidder, providing insider
information, limiting bid advertising, shortening bid periods and breaching confidentiality (Tl &
WIN 2008). It can also be the case that bidders collude and submit complementary bids for
example. A bidder can as well include false statements in its bid or take advantage of information
asymmetries and charge inflated prices for services and material. The concealment of financial
status by the contractor or the project owner at the time of placing the contract can also be an
integrity risk as well as the subcontracting of other firms.

16. witeyw < ewf® Corrupted tendering process

Category Procurement and contract management
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Description Fraud in the awarding of contracts is a hotspot for corruption. Corrupt tender
processes can take many forms, for example tailoring project specifications to a
specific bidder, providing insider information, limiting bid advertising, shortening
bid periods and breaching confidentiality. A WASA can even illicitly avoid the
tender procedure and directly award the contract to a specific company.
(Transparency International / WIN, 2008).

Clientelism and favoritism are equally forms of how preferential treatment in
awarding of contracts undermines quality work of contractors. Such preferential
treatment is not linked to higher quality work or qualifications, but result from
vested interests of individuals within the WASA or supervisory board.
Clientelism and favoritism can lead to poor value for money in construction of
infrastructure, the implementation of maintenance contracts and the supply of
other services and goods.

Red flags * Manipulation of procurement thresholds
* Unreasonable prequalification requirements
* Contract specifications too narrow or too broad
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* Failure to make bidding documents available to all bidders
* Short or inadequate notice to bidders

* Complaints from losing or excluded bidders

* Several contract awards to the same company

* Rotation of winning bidders

* Qualified companies fail to bid

* Award to company other than the lowest qualified bidder

* Poorly supported disqualifications

* Winning bid is very close to budget or cost estimate

Documented
examples

Examples from the Global Infrastructure Anti-Corruption Centre (Stansbury,

2008):

* A procurement manager is managing a competitive tender between
contractors. One of the contractors offers a free holiday to the procurement
manager if the procurement manager awards the contract to the contractor.
The procurement manager does so.

* Example adapted from original source for utility context by WIN: A
procurement manager is required to organise the hire of dredges for the
network extension of the utility. Drege hire companies are at that time
offering discounts of approximately 25% off their published hire prices for
long-term hires. The procurement manager and two friends set up a
company (‘Dregeco’) which is registered in the names of the two friends.
Half the shares in Dregeco are secretly held as nominee for the
procurement manager. Dregeco obtains a quote including discount from a
dredge hire company. The procurement manager obtains the published rate
sheets (excluding discounts) from two other crane companies. Dregeco
supplies a written quote to the contractor to supply the cranes at a rate
slightly lower than the published rates of the two other dredge hire
companies, but at a higher rate than the rate quoted by Dregeco. The
procurement manager uses the two rate sheets and the quote from
Dregeco as three competitive quotes, and awards the contract for the
supply of dredges to Dregeco. These documents are placed on the
procurement file, creating the false impression that there has been genuine
competitive pricing, and that the hire contract has been awarded to the
cheapest supplier. Dregeco makes a profit. The procurement manager does
not disclose to the contractor his interest in Dregeco. The contractor pays
more for the hire than it would have done if the contract had been awarded,
including discount, to one of the other dredge hire companies.

Corruption in Public Service Delivery: Experience from South Asia’s Water and

Sanitation Sector (Davis 2004):

* [In water and sanitation (W&S) service provision] ... field staff often pointed
to the procedures by which professional engineering staff award and
implement construction contracts with private firms. Two processes operate
to subvert fair and honest contracting in W&S services: contractor cartels
and political influence in contractor selection. [...] One contractor described
the process as follows: ‘A group of [contractors] meet on the weekend in the
office. We have a list of contracts being offered. We draw names out of a
bag to see who will be the winner for each contract. That person decides
what he will bid for the contract, and everyone else bids something higher
than that.’

Good Governance in the Kenyan Water Sector (GlZ, 2013):

* Frequently, projects are awarded to the officials’ [or decision-makers’]
‘preferred’ contractor, regardless of the bid quality or price. This results in
poor quality work, which can lead to high maintenance costs or
dysfunctional infrastructure.
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AWIS Facilitator’s Guide (Visscher, Hermann-Friede 2011):

* Tender procedures may be well organised, but we found an example in
which everything seemed legitimate because three companies were bidding
for a project. In fact this was not the case because the three companies,
which had different names, belonged to members of the same family and
were not independent.

17. Pemiaem RywieR FF™ivs Poor performance of contractors

Category Operation and maintenance; procurement and contract management
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Description | In carrying out their operations WASAs usually obtain some services and goods
from external contractors. But contractors can “save” money and time if they
provide lower quality work or products. Usually collusion between staff and
contractors is required to cover this up, and favours or kickbacks are
exchanged.

Failure to meet agreed standards of services and goods means that the
organisation doesn’t receive value for money. Insufficient quality may
significantly increase costs of operations and maintenance or, in the worst
cases, the entire task and investment has to be redone.

Red flags * Complaints regarding quality of goods and services
* Continued acceptance of poor quality goods and services and unfinished
tasks

¢ |nsufficient resources and/or unclear mandate, functions and attributions of
the unit(s) that is (are) supposed to control the execution of contracts

Documented | Corruption Practices and the Available Complaint, Feedback and Redress
examples Tool(s) and Anti-corruption Tool(s) in Water and Sanitation Sector — Bondo
District, Kenya (KWAHO / UNDP 2009):

* One of the areas where residents allege corruption thrives is in the
procurement of contractors and of equipment. They point to the fact that
some of the contractors for the projects are known for their incompetence
but are still awarded projects, either because they bribe those with the
responsibility for identifying contractors or because of their connections to
the political leadership.

* Indeed in one of the projects, there was a pump installed that was meant to
be new but even a casual glance shows one that it was an old pump that
had just been painted. [According to one commentator] “If we had good
representatives, these are things that should not be accepted.”

Integrity pacts in the water sector (WIN/Transparency International 2011):

* [If a contractor or operator] won a bid with a very low price, but once the
contract is signed, charges higher fees, withholds delivery or performs
poorly to compensate for low income or uses substandard materials or out-
dated equipment, to offset costs.

* [Suppliers or wl]inning bidders/contractors offsetting bribes and other
payments with work that is poor quality, defective or to different
specifications than those contracted. Faulty or sub-specification work may
require early repairs or expensive correction.

Examples from the Global Infrastructure Anti-Corruption Centre (Stansbury,

2008):

* A concrete supplier is obliged to supply concrete to a particular
specification. The concrete supplier deliberately supplies concrete of a
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cheaper and inferior specification, but invoices the contractor for the
required specification.

* An earth-moving sub-contractor signs a contract with the contractor to
remove unsuitable material from site and to replace it with suitable material.
The earth-moving sub-contractor will be paid by the load. The contractor
appoints a quantity surveyor to count on site the number of loads removed
and replaced by the earth-moving subcontractor. Each load will have a
written load certificate which will be signed by the earth-moving sub-
contactor and counter-signed by the quantity surveyor. The manager of the
earth-moving sub-contractor agrees with the quantity surveyor that the
quantity surveyor will falsely certify more loads than the earth-moving sub-
contractor actually undertakes. In return, the earthmoving sub-contractor
will pay the quantity surveyor 30% of the payment received by the earth-
moving sub-contractor for each false load. The quantity surveyor certifies
20 false removals and 20 false replacements. The earth-moving sub-
contractor submits both its genuine and its false certificates to the
contractor for payment. The contractor pays in full, resulting in an illicit profit
to the earth-moving subcontractor. The earthmoving sub-contractor pays
the quantity surveyor his share.

* A roofing subcontractor installs a waterproof roof membrane. The
membrane is accidentally perforated during installation, which means that it
could leak. The membrane needs to be approved by the contractor’s
supervisor before it is covered over. The membrane should be rejected and
replaced owing to the perforations. The subcontractor offers to make a
payment to the supervisor if he/ she certifies that the sub-contractor’s
defective membrane is watertight. The supervisor accepts. The payment is
made by the subcontractor to the supervisor and the supervisor issues the
certificate. The subcontractor submits the certificate to the contractor, and
obtains full payment for the defective membrane. Neither the subcontractor
nor supervisor discloses to the contractor that the membrane is defective.

* A contractor has been delayed in completing the project. Two reasons
could account for the delay. The first is the delayed delivery of materials by
one of the contractor's suppliers for which delay the contractor is
responsible under the contract and for which he/ she would be liable to pay
liquidated damages to the project owner. The second is a change to the
specification for which delay the project owner is responsible under the
contract and for which the contractor would be entitled to receive an
extension of time and additional cost. The contractor is aware that the
whole or part of the actual cause of the delay is the supplier delay.
However, the contractor submits a written claim to the architect appointed
by the project owner which alleges that the whole delay was attributable to
the change in specification. The architect accepts the contractor’s claim,
and awards the contractor an extension of time and additional payment.
The project owner pays the additional payment.

18. Rl ¥ TeEE IS 1= Inflated prices for services and materials

Category

Procurement and contract management
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Description

Inflated prices for services and materials may be accepted if staff and suppliers
collude to exclude other bidders (for example because of “non-compliance” or
other reasons that are difficult to verify). During the design stage, required
materials or man-days for projects or repair contracts may be intentionally
overestimated so that those involved can keep the extra money. Kickbacks may
be paid to gain approval for the delivery of insufficient services or materials.

Red flags

* Prices paid for materials and equipment are above the prices at shops and
markets

Documented
examples

Good Governance in the Kenyan Water Sector (GlZ, 2013):

* For example, prices may be inflated when procuring goods and services;
kickbacks may be paid to decision makers [...].

Corruption in Public Service Delivery: Experience from South Asia’s Water and

Sanitation Sector (Davis 2004):

* The quid pro quo for the contractor kickback system is complicity of agency
staff in the use of substandard materials, falsified materials invoicing, and
the use of construction “shortcuts” in the field. For example, if a 20kg
manhole cover is noted in the design specifications, a contractor might use
a cheaper 12 or 15kg cover. In a repair contract, staff may report that 200m
of pipe need replacement when only 100m are actually faulty. Funds are
budgeted for the full length, and the cost of the extra 100m of pipe can be
pocketed.

19. fagww fA@«s Poor quality control

Category

Procurement and contract management
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Description

Poor quality control opens up opportunities for corrupt practices such as bribes
to cover up project delays. Project delays are often caused by delayed delivery
of materials. In order to avoid project delay penalties the contractor offers
bribes to the WASA for instance.

In some cases the contracted company subcontracts another company, for
instance if certain aspects of the requirements for services and goods are not in
the competence of the company. This entails the risk of collusion between the
contractor's staff and subcontractors. It can also be the case that the
subcontractor bribes and/or colludes with its supervisor (e.g. a quantity
surveyor) in order to meet agreed standards of services and goods. This can
lead to poor quality for the contracted company and in the end for the WASA
that awarded the project.

Red flags

Bribery and/or collusion between subcontractors and supervisors:

* Continued acceptance of poor quality goods and services and unfinished
tasks by the supervisor

* Contractor complains about poor quality goods and unfinished tasks

Bribes to cover up project delays:

* The contractor is not billed for damages for delays in project execution or
completion

Documented
examples

Bribery and/or collusion between subcontractors and supervisors (Global

Infrastructure Anti-Corruption Centre, GIACC 2008):

* A roofing subcontractor installs a waterproof roof membrane. The
membrane is accidentally perforated during installation, which means that it
could leak. The membrane needs to be approved by the contractor’s
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supervisor before it is covered over. The membrane should be rejected and
replaced owing to the perforations. The subcontractor offers to make a
payment to the supervisor if he/ she certifies that the sub-contractor’s
defective membrane is watertight. The supervisor accepts. The payment is
made by the subcontractor to the supervisor and the supervisor issues the
certificate. The subcontractor submits the certificate to the contractor, and
obtains full payment for the defective membrane. Neither the subcontractor
nor supervisor discloses to the contractor that the membrane is defective.

Bribes to cover up project delays (Global Infrastructure Anti-Corruption Centre,

GIACC 2008):

* A contractor has been delayed in completing the project. Two reasons
could account for the delay. The first is the delayed delivery of materials by
one of the contractor’s suppliers for which delay the contractor is
responsible under the contract and for which he/ she would be liable to pay
liquidated damages to the project owner. The second is a change to the
specification for which delay the project owner is responsible under the
contract and for which the contractor would be entitled to receive an
extension of time and additional cost. The contractor is aware that the
whole or part of the actual cause of the delay is the supplier delay.
However, the contractor submits a written claim to the architect appointed
by the project owner which alleges that the whole delay was attributable to
the change in specification. The architect accepts the contractor’s claim,
and awards the contractor an extension of time and additional payment.
The project owner pays the additional payment.

20. femrm wdemi Rem, w@et I aeiw Delaying, reducing or refusing
payments to contractors

Category

Procurement and contract management
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Description

WASA staff may knowingly and illicitly delay or refuse due payments to the
contractor to put him under pressure to achieve a personal profit. WASA staff
may also bribe the consultant to delay the issuance of a payment certificate
because they do not have sufficient funds at the time the claim for payment is
received. In some cases, WASA staff asks for a fee from the contractor to
ensure that payment certificates are paid quickly.

Red flags

* Contractors complain about delayed or outstanding payments

* Contractors complain about delayed issues of payment certificates

* Contractor gets extorted to pay a fee in order to receive a payment
certificate

Documented
examples

Global Infrastructure Anti-Corruption Centre, GIACC 2008:

* A contractor has properly completed the works and is entitled to receive a
final certificate. The engineer appointed by the project owner refuses to
issue the final certificate to the contractor unless the contractor pays him
5% of the final certificate value.

* The project owner offers the architect a future appointment on another
project if the architect delays the issue of payment certificates, which are
due to the contractor. The architect agrees.
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TP, IIZ 93 fFTE9d Governance, management and controls

Good governance, management and controls are vital for the performance of WASAs because
they allow monitoring the actions of management and directors and thereby mitigating integrity
risks. Discretion in important decisions can for example generate loopholes for corruption on
both management and lower levels. Similarly, key positions can be misused for corrupt practices
and have negative effects on the behaviour of staff. The authority of decision makers can also be
misused when utilising vehicles, assets or staff for private purposes. Generally speaking, unclear

roles, responsibilities and processes increase integrity risks.

21. T e afe wifwaw Irregularities in auditing process

Category

Governance, management and controls
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Description

An audit is meant to evaluate WASAs, their (financial) system, processes,
projects and services. It can therefore also be used as a control mechanism
that can help to unveil illicit practices and corruption or weaknesses in the
system. Nevertheless, audits themselves are prone to corruption. Individuals
who are engaged in corrupt practices or who simply performed below
expectations may seek to influence the results of the audit to their benefit. This
can result in collusion with the auditor or lead to the selection of an auditor who
is known to turn a blind eye to certain issues when being offered a “favour’.

Red flags

* Audit report is positive despite obvious shortcomings
* Insufficient controls on audit reports

Documented
examples

Definition of “Audit” from The Anti-Corruption Plain Language Guide

(Transparency International, 2009):

An internal or external examination of an organisation’s accounts, processes,

functions and performance to produce an independent and credible

assessment of their compliance with applicable laws, regulations and audits.

Integrity pacts in the water sector (WIN/Transparency International 2011):

* Supervisors and auditors fail to play their role — they are bought or biased.

* Acceptance of false certificates or cost misallocations.

* Duplicate invoicing for goods and services is allowed.

* Fraudulent or false certification of the project’s successful completion.

* Auditors and accountants doing final accounts are biased or ‘bought’, and
are therefore willing to support false certificates.

* WASA staff or members of the supervisory board can count on being able
to use corrupt means to obtain favours from auditors and supervisors who
can ignore the under-performance that will help save costs.
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22, f¥< afStame Nt ¥4t Improper reporting

Category

Governance, management and controls
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Description

Deliberate tampering of data, vagueness and inaccuracies in reporting to
regulatory bodies or donors may not only cover up the bad performance of a
WASA but may also hide corrupt behaviour. Reporting within a WASA can be
flawed if staff members report for example that problems have been fixed even
though no action has been taken, or if no effort is made to collect information in
the field, and only estimates rather than actual figures (e.g. on consumption,
coverage, continuity of services etc.) are reported

Red flags

» Different figures are reported to the regulator, donors and the public

» Staff provide information very quickly when it comes to WASA internal
reporting requests (an indication that estimates are being used rather than
e.g. actual meter readings)

* The regulator does not validate data from WASAs

Documented
examples

Improving Transparency, Integrity and Accountability in Water Supply and

Sanitation (Gonzéles de Asis et al 2009):

* In one major water utility in Asia, for example, nearly half of the flow and
pressure gauges installed in the network were not in working order. The
low-level staff responsible for reading and recording these data entered
“estimates” rather than actual readings in the record books. Some data
might be wilfully misrepresented by linemen and meter readers. A service
problem might be reported as “fixed” even if no action has been taken.

* [L]ack of trust between the utility and the public is often a problem. People
simply do not believe the data provided by the water company.

23. wfEEPRR Moo e fie Sowre Jiges <R Manipulation of documents

Category

Governance, management and controls
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Description

Falsification of documents and facts can happen easily if proper record-keeping
and controls are not in place. Records and information on issues of
procurement, staffing, billing and revenue collection, maintenance and work
schedules, inventories and customer complaints may be manipulated by staff,
management or BoD members to cover up illicit practices.

Red flags

* Lots of corrections in handwritten documents or pristine records — i.e. a file
on a project that looks as if the whole project documentation has been
written on the same day

* Records not being kept up to date

* Operational and project monitoring reports showing inconsistencies

Documented
examples

Water Integrity Training Manual (UNDP-WGF/SIWI/WIN/Cap-Net/WaterNET

2011):

* Manipulation of documents and facts to cover up use of uncertified
materials in construction.
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* Corruption to manipulate information for auditing authorities.

Global Corruption Report (Transparency International/WIN, 2008):

* [In India, a grassroots organisation found out] that people listed as
labourers on public works projects never got paid, and that large payments
were made for construction projects that were never built.

* During the contract execution stage [for projects], most corruption risks are
associated with bribery and kickbacks to secure positive audit and oversight
reports, so it is good to have a third party watching.

24. waEglf “mete w79k Misuse of key positions

Category Governance, management and controls
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Description | High-level managers like CEOs, managing directors or permanent secretaries
often have access to the WASA'’s resources and can take decisions fairly
independently. With a weak organizational governance and the lack of
oversight through a supervisory board or the regulator higher-level managers
can misuse their position to siphon and embezzle funds or pursue private
interests through unethical decisions.

Corruption thrives in situations where important decisions (high volume of
money, decisions that affect people with different interests etc.) are being made
and where uncontested discretion hides expenditure and the rationale behind it
from colleagues and the public. Such discretionary power can be used as an
opportunity and incentive to gain illegal benefits. (UNDP-WGF / SIWI/WIN/
Cap-Net / WaterNET 2011).

In institutions where corruption is rampant at the decision-making level, the
day-to-day behaviour of staff is also affected. Managers are in a particularly
strong position to either encourage or minimise corrupt conduct. Unattractive
employment conditions or inadequate selection procedures may result in a lack
of commitment and capacities of managers.

Red flags * Change of lifestyle of staff in key positions — spending patterns do not
match their income

* Several relatives of staff in key positions are employed by the WASA or
work as contractors for the WASA

* Disproportionate investments in infrastructure being made in areas where
staff members in key positions or their relatives live

* Some staff can take important decisions (e.g. concerning investments,
hiring or procurement) without having to consult with colleagues

* Insufficient or inexistent internal procedures concerning the documentation
of decisions, and/or weak culture of internal control

Documented | Good Governance in the Kenyan Water Sector (GIZ, 2013):

examples * Decision makers or powerful stakeholders seek to protect their interests
and maintain their positions of power by, for example, withholding
information and excluding other relevant stakeholders from dialogue and
decision making.

Water Corruption Prevents Progress (Worldwatch Institute website, 2008.

Accessed in December 2014)

* The Lesotho Highlands Water Project is a bi-national project between the
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governments of Lesotho and South Africa. It is aimed at supplying water to
the industrial heartland of South Africa and generating energy for
impoverished Lesotho. The multi-billion dollar investment offers economic
growth and greater water security for underserved communities in the
region. The project also presents water officials with countless opportunities
to become rich on the side. In 2002, Lesotho courts sentenced the project's
chief executive to prison for accepting bribes from 18 multinational
companies that were vying for construction contracts.

25. i O Re wehifys Sree @k 3 Over-abstraction and pollution of
water sources

Category Governance, management and controls
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Description | A reduction in water availability — either because of over-exploitation, pollution
of sources or strategic under-serving of certain areas — opens avenues for
corrupt practice. It increases opportunities for bribery and collusion between
staff and customers who wish to get connected (legally or illegally) to the
network. Over-exploitation and pollution also increase the likelihood of
kickbacks to regulatory officials to cover up pollution, wastewater discharge and
over-abstraction.

In general, it becomes more challenging to operate a WASA in times of scarcity
and increased demand without stretching regulations and breaching service
agreements. (UNDP-WGF / SIWI/WIN / Cap-Net / WaterNET 2011)

Red flags * Water levels in sources lower than usual
* Higher levels of contamination in source water
* Complaints about water scarcity in certain areas/regions

Documented | Water, water everywhere? Charting the growth of organized water theft (Global

examples Initiative Against Organized Crime):

* Each year Israel uses 15% more water than its renewable supply, while
Jordan annually withdraws 30% more water from groundwater sources than
is replenished. The effects of these shortages are exacerbated in conflict
environments. Contracted drivers bringing water supplies in Jordan’s
Za’'atari refugee camp, which currently holds 100,000 Syrian refugees, must
fend off theft, vandalism, and aggression, and supplies are often hijacked
and redirected to tanks that refugees have stolen.

* In Kenya, where droughts have become more frequent, reports indicate a
rise in water theft crimes in urban slums. Disconnections of water pipes by
criminals who collect and sell water have become common occurrences in
these areas, where there is a lack of sufficient access to piped water. Data
from the country’s largest slum (approximately 1.5 million inhabitants)
estimate that on average there are seventy-five incidents of water theft
reported each day.

Corruption Practices and the Available Complaint, Feedback and Redress

Tool(s) and Anti-corruption Tool(s) in Water and Sanitation Sector —

Bondo District (KWAHO / UNDP 2009):

* The scarcity and demand for water opens too many avenues for corruption
to be practised. The projects serve huge populations and are therefore not
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able to meet the huge demands for water. This gives rise to illegal
connections and people bribing for faster connections.

Examples mentioned by sector expert:

* Informal service providers and other actors may extract too much water
without licences, affecting a WSP’s sources and resulting in insufficient
water available for water provision in the service area.

26. ¥R e w9 pfR @3 739 Theft and vandalism by externals

Category Operation and maintenance
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Description | Theft and vandalism of assets and material by external stakeholders can have
severe impacts on the performance of a WASA. Typical problems in low-
income areas include vandalism and the theft of hardware (often carried out by
informal water vendors fearing competition) (GIZ, 2013)

Red flags * Frequent instances of theft and vandalism in certain parts of the service
area

Documented | “Water company loses Sh200m pipes to thieves” (Ringa 2013):

examples * A water company has lost pipes and valves worth more than Sh200 million

to vandals. The thieves are making a fortune by selling the pipes to
unscrupulous scrap metal dealers. Last year the Mombasa Water Supply
and Sanitation Company lost hundreds of pipes, valves, bolts, manhole
covers and a large volume of water, all valued at Sh200 million. Managing
director Alome Achayo said on Thursday that this year alone the vandals
had struck 10 times, causing damage to infrastructure worth Sh10 million
and water losses of Sh10 million. In the recent incidents, pipes covering six
kilometres in the upmarket Nyali suburb had been stolen. The vandals also
made away with pipes covering one kilometre along the Makupa
Causeway.

Water, water everywhere? Charting the growth of organized water theft (Global

Initiative Against Organized Crime):

* Perhaps one of the best known incidents of water theft occurred in Sudan in
2008, when rebel factions in the country seized a UNICEF water rig. The
stolen drilling rig was part of a project led by the State Water Corporation,
with UNICEF support, and was critical to meeting the basic needs of
hundreds of thousands of refugees in Darfur. The rig was thought to have
been transported to Chad, and was never recovered.

27. I(FII-FHIA @R FmT e 43T Private use of staff and assets

Category Governance, management and controls
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Description | Under certain conditions the staff of WASA may be allowed to privately use the
assets of the organisation as part of their benefit package. However, decision
makers and managers may misuse their authority to pressure staff to handle
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other tasks that are private business ventures or favours to friends and
relatives. They can also access organisation’s assets such as vehicles or land
and use them to support political campaigns, for private travel or to hold events,
for example.

Red flags * Vehicle log books not maintained in an appropriate level of detail
» Staff member always claims to be busy with tasks for the same person
* High recurrent procurement needs of bureau material that is unexplained by
actual work done in the office
Documented | Deepening Governance in Water and Sanitation Services [GIZ 2012]:
examples * [The following risks and issues were identified regarding the] Interference of

BoD in WSPs operations: [...] Directors pursue private interests in
influencing operational decisions: In one case, the BoD put pressure on the
Management to permit an ally to plant maize on the area of a treatment
plant, arguing this would not interfere with the operation of the treatment
plant, 5) In one case, a Director demanded from the technical manager to
reconnect a commercial customer due to vested interests/ relationships.

28. ~ffiviae @Men *rweifegyes Ry Biased constitution of BoD

Category

Governance, management and controls

I
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Description

The Board of Directors (BoD) of an organisation has an oversight and steering
role in management and decision-making. Consequently, board members are
in a position to exert influence on certain decisions related to the operations
and strategic development of an organisation. Nomination procedures may not
be enforced, which can open the door for undue influence. In many instances
the appointment of board members continues to be a political matter, and is
therefore prone to patronage and nepotism. As a consequence, the
composition of the board may be biased towards certain political interests.

Red flags

» Constitution of board not in line with governance guidelines

* Nomination procedures are unclear or not enforced

* Majority of board members belong to the families, parties or other kinship of
local politicians

* Board members are appointed without proper justification or qualification

Documented
examples

Deepening Governance in Water and Sanitation Services (Nordmann 2012):

* [The following risks and issues were identified regarding the] nomination
and appointment of BoD members: 1) Current nomination procedures are
not enforced and therefore prone to abuse, 2) It was stated that in one case
candidates for the BoD needed approval from Council (contrary to
Corporate Governance (CG) Guideline provisions) and 3) Composition of
the BoD does not match provisions of CG Guideline in some cases.

Corruption Practices and the Available Complaint, Feedback and Redress

Tool(s) and Anti-corruption Tool(s) in Water and Sanitation Sector — Bondo

District (KWAHO / UNDP 2009):

* The South Sakwa Water project was steeped in controversy, pitting the
WSP against the catholic church which was the originator of the project.
While there were clear cases of mismanagement, the church insisted on
selecting those who could be in the management committees. The project
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ended up with a committee that could not question some of the practices
that only stalled the project.

29. R e Wi A {BB Interference by externals

Category

Governance, management and controls
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Description

Political actors may interfere with WASA'’s operations, and strategic decisions,
thereby breaching their role and undermining the organisation’s management.

Red flags

* Local politicians involve themselves in decisions related to the operational
management of WASA (like tendering)

* Local politicians interfere in recruitment processes to get “their” candidate
selected for the BoD despite apparent lack of expertise

* Several individuals associated with politicians are employed by the
organisation or work as contractors for the organisation

* Insufficient or inexistent internal procedures concerning the documentation
of decisions, and/or weak culture of internal control

Documented
examples

Dhaka Water Supply and Sewerage Authority (DWASA), Water Sector Integrity

in Bangladesh — Country Baseline Assessment, 2014

* Corruption is a factor, which has been aggravating the water problems and
considerably disrupted the water governance in general. Water distribution
in the slums area in Dhaka City is informally governed by various groups
such as political leaders, middle-men and middleman with the help of
DWASA officials. Middle-men of the slums control the whole water
distribution process and are backed up by severe corruption of DWASA
officials. Water charges set by those middle-men are not controlled and
thus become too high for the slums dwellers. Public participation in
decision-making is not encouraging and there is no accountability from
DWASA officials.

Good governance in the Kenyan water sector (GIZ, 2013):

* Councils and local authorities [are reluctant] to accept the fact that PDAMs
are now commercial, autonomous entities governed by the Company Act
and are subject to regulation. Local politicians attempt to manipulate public
consultations on tariff adjustment in order to maintain low tariffs and receive
popular support at election time.

Corruption practices and the available complaint, feedback and redress tool(s)

and anti-corruption tool(s) in water and sanitation sector — Bondo District

(K WAHO/UNDP 2009):

A project that was meant to serve North Sakwa stalled after pipes had been
laid and the infrastructure was almost completely laid because of political
sabotage and due to interference by the local leadership who wanted
changes in design to serve their areas of interest.
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30. +foRe @er JeTe WL @R Ttk Personal interests and
enrichment of BoD

Category Governance, management and controls
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Description | In WASAs with a Board of Directors (BoD), capture and conflicts of interest of
board members often interfere with the professional operation and oversight of
the board. Board members may try to influence decisions related to recruitment
or the operations of the organisation pursuing private interests.

By communicating directly with staff members, board members may divide
employees and management or demand preferential treatment of certain
customers (e.g. reconnection of households or commercial users that did not
pay their bills). Unjustified enrichment of board members may occur if they
receive bribes or benefits in exchange for certain actions or decisions, or if they
maximise the number of meetings and the allowances they receive.

Red flags * Board expenditures represent a high share of operating costs

* Change of lifestyle of board members— spending patterns or open displays
of wealth such as watches and cars that do not match their income

* Blocking or promotion of certain decisions without sound arguments

* Relatives and friends of board members are recruited or promoted without
obvious qualifications

* Board members participate in international study tours and conferences
without good reason

Documented | Good Governance in the Kenyan Water Sector (GIZ, 2013):

examples * In comparison with other African countries, board expenditures in many
Kenyan WSPs go beyond acceptable and justifiable levels. However [...]
there are significant differences between the WSPs in terms of board
expenditures [...] Excessive board expenditure may, for example, result
from an unreasonably high frequency of board meetings.

Deepening Governance in Water and Sanitation Services (Nordmann 2012):

* [The following risks and issues were identified regarding the interference of
BoDs in WSPs’ operations:] 1) It was stated that councillors / politicians
represented on the BoD behave as if the WSP was their property, 2)
Directors communicate directly with staff members of the WSP (e.g. provide
manipulated information partly to divide staff and management, share
confidential content of BoD meetings), 3) Directors attempt to influence
recruitment decisions of human resources management to ensure that a
particular person is employed (nepotism).

31. s W, Wity 93 dfsm Unclear roles, responsibilities and
processes

Category Governance, management and controls
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Description | Clearly defined roles, responsibilities and processes (administrative,
management, communication, supervision, operation, checks and balances,
etc.) provide the basis to hold those who engage in illicit practices responsible
and provide guidance on authorisation for decisions of staff in different
positions. Gaps in the WASA’s governance (e.g. how the board is accountable
to the shareholders or the public; missing, unclear or double reporting lines,
etc.) provide leeway for opportunistic behaviour, i.e. actors may maximise their
individual benefit at the expense of the organisation and/or the public. At the
same time such gaps can result in a situation where individuals are not held
accountable — e.g. if it is not clear who needs to evaluate the sanctioning or not
of somebody.

Red flags *  WASA has no (corporate) governance guidelines or statutes

* Several processes are not clearly defined / no guidance or standard
operating procedures available for key processes

* Roles and responsibilities of several employees are not defined clearly

* Split supervision arrangements / responsibilities for supervision are not
clearly assigned to specific positions

* Internal communication procedures are not set up or not clear

» Staff, managers and/or board members repeatedly act outside their role or
bypass procedures without facing remedies (e.g. board members interfering
in operational decisions, managers bypassing procurement rules)

Documented | Definition of “corporate governance” from The Anti-Corruption Plain Language

examples Guide (Transparency International, 2009):

* Procedures and processes for how private sector organisations are
directed, managed and controlled, including the relationships between,
responsibilities of and legitimate expectations among different stakeholders
(supervisory board, management, shareholders and other interested
groups).

Regulation: Catalyst for Better Governance and Enhanced Integrity in Water

Utilities? (Nordmann 2013):

* The core problem of utility governance is that these contracts or
agreements are often violated or incomplete. They provide leeway for
opportunistic behaviour, i.e. actors may maximise their individual benefit at
the expense of the utility and/or the public.

* Although transparent and accountable governance arrangements and
practices are favourable to utility performance, poor governance practices
prevail in many situations. This frequently results in a failure of utility
management, i.e. activities and processes related to the planning,
organising, staffing and leading of the utility in order to produce goods and
deliver services efficiently. Management systems may also provide
loopholes for the misappropriation of resources or manipulation of
information, i.e. opportunities for the ‘abuse of entrusted power for private
gain’.

32. TRy IR wo) Lack of partnership management

Category Governance, management and controls
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Description | The key partners and stakeholders of WASA include the communtiy, civil
society organisations (e.g. NGOs), authorities on the district, regional and
national level, various line ministries, donors, private providers, and others.
Lack of partnership management can cause poor governance and delay project
implementation. It thus affects service delivery and negatively influences
customer satisfaction. The success or failure of projects is often not related to
its complexity or the strengths and weaknesses of participants, it is more often
determined by how partners handle or manage the challenges and
opportunities of a project.

Red flags * Slow performance

* Conflicts

* No cooperaton in implementation of projects
* Too narrowly focused job descriptions

* Conflicting priorities

* High level of bureaucracy

Documented | Role of Stakeholders, Governments and NGOs, Water Sector Integrity in

examples Bangladesh — Country Baseline Assessment, 2014:

* Various stakeholders along with governmental organization can play vital
role regarding good water governance. From the study we found few
thoughts, comments and observations from the respondent over CBO and
NGOs role in water governance. The role of community based organisation
(CBO) is not found to be significant rather occasional in low income areas.
Although, theoretically CBO is a non-profit, run on a voluntary basis and are
self-funded; but in practical it is very different in real (Sakib and Islam,
2014). Through CBO, the local leaders, owners of the households and
DWASA officials earn fairly a lot of money.

TR F=tvd 989« Human resources management

The lack of human resources management and good employment conditions may affect the performance
of WASAs because staff is unqualified or lacks motivation. Theft of money or assets by staff, staff colluding
with customers or suppliers may be the result of bad human resources management. Unsatisfying
employment conditions as well as lack of transparency in remuneration processes may lead to further illicit
practices by staff. A WASA’s performance may also suffer from poorly qualified staff owed to the preferred
recruitment and promotion of relatives and friends.

33. (T g FERIWA &) 9 SgeEdt Low staff motivation

Category Human resources management
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Description | Behaviour and service orientation of staff are essential for the performance of
WASAs. Staff has the responsibility to fulfill their job duties and deliver high
quality work as part of their employment contract. On the other hand WASAs
are responsible to ensure that staff performs according to expectations.
Employee motivation is highly dependent on the leadership style in an
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organisation, especially when staff experience changes in the organisation.
However, in reality staff may not be motivated to do a good job for different
reasons; because staff performance is not monitored, agreed principles for
conduct are not followed or there is simply no system of incentives or sanctions
that ensures that staff is dedicated to their work.

Lacking motivation of staff provides leeway for corrupt practices. If there is no
reward for good performance, staff may seek to “reward” themselves. The
same applies for insufficient salaries that do not allow staff to cover living costs.
As a consequence, staff may look for opportunities to “top-up” their salaries.
Inadequate employment conditions also can foster corrupt behaviour among
staff, which is a key underlying factor for poor performance of a water sector
organisation.

Red flags * Operation guidelines not enforced
* Frequent complaints by employees
* No system for rewards and incentives in place, or lower level staff are
excluded from rewards and incentives
* Low salary levels, and/or often delayed payments
* Money, equipment or materials frequently disappear from within the
premises
* High absenteeism from work
* Low punctuality of employees
* Low quality of work
* Low productivity
* High staff turnover
Documented | Low morale in the Kenyan police force (from Chepkilot 2005, p.4):
examples * The work performance of public sector workers in Kenya has been a major

concern to the Kenyan government, civil society, development partners and
the people of Kenya. The prevailing situation at the work place has been
one of low work performance and poor service delivery. It is important to
note that the public service provides the enabling environment under which
the players in the economy are able to operate effectively and efficiently.
One of the public sector departments which has experienced low morale is
the police department. The low morale in the police force has seen the rise
of insecurity across the country. The security situation has resulted in lack
of foreign investor confidence. A large number of the investors have
withdrawn from Kenya citing insecurity as the reason and moved to
countries which they consider safe. This withdrawal, among other factors
has contributed remarkably to the decline in the economy. One of the major
problems facing the public sector has been identified as low motivation of
workers. The problem indicators include: absenteeism from work stations,
low quality work, low productivity, lateness, stealing of government
property, corruption, insecurity, laziness, a high rate of complaints by the
workers, and high staff turnover among the professional staff. According to
Aseka (2002, p. 4), many of the problems in the public service could be
attributed to low morale in the service.

The public service sector in Kenya (from Chepkilot 2005, p.19):

* However, two major problems continued to afflict the public service in
Kenya: political nepotism and corruption. Aseka (2002, p. 3) indicates that
soon after independence, political leaders found it expedient to use the
public service as an instrument for patronage. This led to the tendency to
reward political and personal loyalty with personnel recruitment staff
promotions. This caused much disenchantment within the sector and led to
the demotivation of personnel.
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34. (T g FERIMT wFeR wow Low staff competence

Category

Human resources management
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Description

Nepotism and favouritism in the selection and promotion of staff increases the
probability of a WASA having incompetent staff. It is easier for colleagues or
third parties to take advantage of WASA staff if they lack awareness on internal
processes and procedures (e.g. for procurement, reconnections, etc.) or
technical knowledge.

Red flags

* Poor quality implementation/performance of tasks in some or many
departments or teams within the WASA

* Non-compliance with defined procedures and processes or guidelines in
some or many departments or teams within the WASA

Documented
examples

Improving Transparency, Integrity and Accountability in Water Supply and

Sanitation (Gonzales de Asis et al. 2009):

* Managers often do not have the skill to manage, even if they had autonomy
and authority to manage, which often they do not.

35. IEfEw AT afirFag weiw Lack of training relevant for workplace

Category Human resources management
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Description | If employees are obliged to attend training courses which are not relevant for
their individual workplace, the effect on staff performance is rather limited.
Besides wasting the organisation’s resources, employees are distracted from
their work and might get discouraged. It has been observed that technical
training at WASAs is rather limited, while training on administration and
management is more common. It is questionable if this situation adequately
reflects the training requirements of WASA'’s staff.

Red flags * Low staff performance
* Frequent complaints from customers about slow service and bad quality
* No training management system / no training plans in place
* No records of staff training
* No pre-course and/or post-course briefings
* No training goals set
* No feedback from trainees
* No links between learning outcomes and job description

Documented | Bad practice: Failing to identify training needs

examples (http://www.scottishwidows.co.uk/extranet/learning-development/regulatory-

impact/training-competence-culture/example):

* In one firm, staff were left to decide for themselves what training and
development they might require with very little direction from management
on what might be useful from a personal development or business
perspective.
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36. TR A 93 Amigte Non-transparent recruitment and promotion

Category Human resources management
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Description | If clientelism, nepotism and favouritism are entrenched in human resources
management, decisions on appointments of staff or managers won’t be merit-
based or driven by qualifications. This could for example mean that supervisory
board members, management or HR staff exploit their positions to award jobs
and promotions, or to provide favours to friends or family members, even
though they may not be qualified or deserving. This results in overstaffing and
poorly qualified staff and/or management Moreover, it can demotivate other
staff, because they feel that despite good performance they will not stand
chances for promotions.

Red flags * Several staff from the same family

* Poorly supported disqualifications of job applications

* Several staff members that do not meet job requirements

* Lack of or non-compliance with HR guidelines

* Recruitments without open advertisements

* Promotions issued without clear justification or not following the official

patterns
Documented | Definition of “Nepotism” from The Anti-Corruption Plain Language Guide
examples (Transparency International, 2009):

* Form of favouritism based on acquaintances and familiar relationships
whereby someone in an official position exploits his or her power and
authority to provide a job or favour to a family member or friend, even
though he or she may not be qualified or deserving.

Improving Transparency, Integrity and Accountability in Water Supply and

Sanitation (Gonzales de Asis et al 2009):

» Staff, including senior managers, is often selected because of their political
connections rather than their management abilities or technical skills.

* Managers often do not have the skill to manage, even if they had autonomy
and authority to manage, which often they do not.

* Water utilities are overstaffed, primarily because of political interference and
nepotism. Unions are very strong and generally well connected politically.

* Accordingly, downsizing is a difficult task because of strong union
opposition and explicit or implicit political support. Overstaffing ensures low
productivity and low staff morale.

» Utilities are not allowed to pay their professional staff members the going
market rates for remuneration, which sometimes can be two or three times
higher.

* This means that they are unable to attract and retain high quality staff.
Many staff members moonlight to obtain extra income, and corruption is rife
in nearly all levels.

» Utilities are dominated by engineers, and the career structure available for
other disciplines like accountants, administrators, social scientists, and
information technologists is somewhat limited. This is another disincentive
for non-engineers to join.

* Poor management, overstaffing, and promotions based on seniority or
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political connections ensure that it is very difficult to recruit good staff, and if
some do join, it is equally difficult to retain them because of lack of job
satisfaction, poor working environment, and absence of incentives for good
performance.

Knowing your rights (ICAC):

* An employee (convenor/panel member/other) manipulating selection
procedures to secure the appointment of a close friend or family member.

* A selection panel member failing to declare a conflict of interest and acting
to advance the interests of an applicant who is a close friend or a relative.

* The convenor of a selection committee appointing members to the selection
panel whom they can influence in order to ensure their favoured candidate
will be selected.

37. A7 SPEREES et Unsatisfying employment conditions

Category

Human resources management
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Description

Lacking motivation of staff provides leeway for corrupt practices. If there is no
reward for good performance, staff may seek to “reward” themselves. The
same applies for insufficient salaries that do not allow staff to cover living costs.
As a consequence, staff may look for opportunities to “top-up” their salaries.
Inadequate employment conditions also can foster corrupt behaviour among
staff, which is a key underlying factor for poor performance of a WASA.

Red flags

* Frequent complaints by employees

* No system for rewards and incentives in place, or lower level staff are
excluded from rewards and incentives

* Low salary levels, and/or often delayed payments

Documented
examples

Corruption practices and the available complaint, feedback and redress tool(s)
and anti-corruption tool(s) in water and sanitation sector — Bondo District
(KWAHO/UNDP 2009):

* Lack of motivation of staff makes them prone to corrupt practices. There is
no system in place to reward exceptional performance over and above their
monthly dues. There is no bonus for meeting targets say in connections or
revenue collection. The attitude of most of the staff has not changed from
that of public service making it even more difficult to operate at optimal
levels.

Improving Transparency, Integrity and Accountability in Water Supply and

Sanitation (Gonzales de Asis et al. 2009)

* Poor management, overstaffing, and promotions based on seniority or
political connections ensure that it is very difficult to recruit good staff, and if
some do join, it is equally difficult to retain them because of lack of job
satisfaction, poor working environment, and absence of incentives for good
performance.
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38. urt® “ifR¥fss Non-transparent remuneration

Category Human resources management

gefar G V-G ST (Fe@ TRS! NIoq PG G JIZIAPHACE [PONT (Fo-Sleln 2717 F1 T7 €932
vIv-ES AREIET T TF ©FF T o1E O @A | NEHNE ety IRl weR JfeTe
PAGAL A JIBIATIE [RAoaTeTE FL-2viIeTa fee IeeT fave e @92 9367 557 [fwg #91 PO 20F
QTS A |

Description | In the context of a pay system, transparency means providing enough
information for employees and managers to understand how salaries are
calculated and how the pay system operates. A lack of transparency in
remuneration processes can lead to discretionary payments to staff or
management and makes it difficult to detect such practices.

Moreover, lacking transparency or equality in remuneration can lead to envy
and discontent among staff. If remuneration does not depend on staff or
management performance, this can also undermine motivation and employee
morale. If such performance-based salary schemes exits, it is crucial to have
transparent criteria and processes according to which (and by whom) these
payments are  issued. (www.equalityhumanrights.com/advice-and-
guidance/tools-equal-pay/checklists-equal-pay-in-practice/19-high-risk-grading-
and-pay-practices/)

Red flags * No remuneration guidelines

* Unmotivated personnel

* Unjustified variations in remuneration of staff members having a
comparable position

* Unjustified variations in the remuneration of men and women having a
comparable position

Documented | Executive remuneration transparency is not enough
examples (http://www.skillsportal.co.za/page/human-resource/1631493-Executive-
remuneration-transparency-is-not-enough#.UtaEtPvDuKI)

* Despite a move toward greater transparency of executive remuneration,
workers are becoming more dissatisfied, not less. The Association of
Mineworkers and Construction Union’s (AMCU) recent demand for double
pay reflects the reality of this statement. The gap between high income and
low-income earners has widened according to the 2013 Executive
Directors: Practices and Trends report released by
PricewaterhouseCoopers. The lack of legislative regulation on how
executive remuneration is calculated could be one of the reasons why this
gap continues to grow in the face of severe economic instability. The report
highlights the fact that the new Companies Act does not specifically outline
how directors should be remunerated.

39. Yl R IHANWA WF-ig ¥R A 91 =+« Rules and regulations
not known to staff

Category Human resources management
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Description | It is easier for colleagues or third parties to take advantage of staff if they have
a low understanding or lack awareness on internal processes and procedures
(e.g. for procurement, etc.) or technical regulations. Clearly defined governance
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structures, sector regulations and organisational rules are important to create a
level playing field. To put them into action it is essential that staff and managers
are knowledgeable about such rules and regulations. However, if certain
procedures (e.g. for tendering, connections, or recruitment) are unknown, staff
can easily be influenced by external actors or colleagues who pursue vested
interests.

Red flags * Non-compliance with defined procedures and processes or guidelines in
some or many departments or teams within the WASA

* The lack of understanding of the regulations on the management of WASA
by the staff considered a matter of course

Documented | Department of Public Health Engineering (DPHE), Water Sector Integrity in

examples Bangladesh — Country Baseline Assessment:

* Only about 30% of Dhaka City enjoys conventional water borne sewerage
system. According to the citizen charter, in rural and urban area DPHE
have to work for safer water sources and infrastructure development but the
people have to pay fees for this service and they can complaint if they do
not get expected service. The citizen charter states that, for water quality
testing field test kit have to be supplied form Upazila office and within 10
working days the complaint must be solved but in reality this service is not
available. The citizen charter also states that, in emergency situations
within 3 days safe water, water purifier tablet, tube wells, small apparatus
for tube well and ring slab should be supplied to the victims but the
responsible authority are not aware of their task. Channels are not available
and protection is not given to the public and officials in reporting corruption
and procurement of goods and services is not open and transparent. There
website only provides the tender information but e-tender is not introduced
yet which is a major area of concern regarding corruption. Also service
providers are not accountable to their consumers/users. DPHE annually
publish report include audit report, financial statement, major achievements,
on-going and completed project information, right to information form,
appeal form etc. But it is a matter of regrets that in 2012-13 no application
for information was submitted from civil society. Monitoring may provide
reliable and adequate information for basin and ground water resources
management but monitoring data or information is not accessible to public.
In a word we can say that, water integrity principles for effective water
governance such as corruption, transparency, accountability, legitimacy and
legality and inclusiveness have not been put on Department of Public
Health Engineering (DPHE) agenda.

Fioiea ¥+ Framework risks

Lack of enforcement of integrity regulations, complex and fast-changing regulatory frameworks as well as
high levels of bureaucracy complicate a WASA’s work and pose different integrity risks.

40. o= AEAtes Fsict Unfavourable political framework

Category Framework risks
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Description | The (formal and informal) political framework sets the incentives and
accountability relationships in the water sector and often determines which
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policies are pushed and implemented, and which ones are only passed on
paper. While a sound, transparent sector framework offers guidance for
WASASs, a lack of clarity and implementation gaps in the water sector and other
(e.g. procurement) policies, regulations and guidelines opens loopholes for illicit
practices.

Red flags * Several laws and regulations finalised but not “gazetted” (i.e. registered or
made official), or without a clear implementation and enforcement strategy
* Conflicting and overlapping laws and policies
* Politicians openly interfere in technical decisions and politicise water and
sanitation services
* Open violations of sector rules are not sanctioned or actors who commit
these are even promoted
Documented | lllegal Land Grabbing, Environmental Degradation and Breakdown of
examples Ecological Integrity Vis-A-Vis Water Supply, Water Sector Integrity in

Bangladesh — Country Baseline Assessment, 2014.:

» DPP (Development Project Proforma) of planning commission should be
revised to ensure that projects will go in line with environmental/ecological
integrity standards (may be how EIA/SIA/SEA will be carried out by the
proponent and be communicated should be declared at the initial stage of
project development).

Business as Usual Policy and Institutions, Water Sector Integrity in Bangladesh

— Country Baseline Assessment, 2014:

* In many instances, water related problems are handled and managed by
old fashioned institutions and inefficient policies. In contrast, changes have
happened in reality and impact conditions become more complicated,
compounded and multifaceted. This mismatch does not allow intended
improvements through project implementation. For example, TRM project is
approved by the government, not effectively be implemented due to the
absence of required policy and guidelines over the land acquisition issues
and related financial cost sharing strategies. As indicated before that EIA,
SIA, SEA guidelines are not properly standardized and harmonized.

* There are instances that government agencies implement projects or take
actions that open the opportunities for other stakeholders to perform wrong
actions. These government actions may be happening within legal
frameworks, but on moral grounds these should be avoided. For instance,
government took actions against a land filling project in Dhaleswari
floodplain (i.e., immediate after Gabtali) and at the same time Dhaka City
Corporation has developed a large water filling site in the same area that
also contributed wetland filing in the area. It is imperative to mention that
this wetland is playing important roles in recharging ground water tables of
Dhaka city.

National Good Water Governance Workshop Kenya 2012 — Draft report (WIN /

Tl Kenya 2012):

* Freedom of information legislation has not yet been enacted.

* Inadequate communication of policy and legislation documents.

* |Inadequate representation of the poor in policy making.
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41. fReje= fRewreifgs Font Confusing regulatory framework

Category Framework risks
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Description | If the regulatory framework changes fast, it can happen that organisations are
unaware of new laws and regulations they are supposed to implement.
Complex and fast-changing regulatory frameworks can also lead to confusion
among public institutions or officials, providing loopholes for illicit behaviour.
Red flags * Transition from an older water policy or law to a new one is ongoing (major
shifts of responsibilities planned but not yet fully implemented)
* Several laws and regulations finalised but not “gazetted” (i.e. registered or
made official)
* Unclear or patchy policy formulations
* Many companies operate in the informal sector
Documented | Legal Aspects and Institutions, Water Sector Integrity in Bangladesh — Country
examples Baseline Assessment, 2014:

* Environment Impact Assessments need to be coherent and correctly
aligned. Currently, DoE upholds guidelines mainly for industry sector, LGED
maintains their own EIA guideline for screening their projects, Roads and
Highways (R&H) maintains their own ones, WARPO keeps water sector
guidelines. Most importantly, only DoE guidelines have legal entitlements
via Environment Conservation Rules 1997 and the remaining other do not
have legal protection. It is also important to note that there are no legal
binding existing for Social Impact Assessment (SIA) guideline or Strategic
Environmental Assessment (SEA) in Bangladesh.

National Good Water Governance Workshop Kenya 2012 — Draft report (WIN /

Tl Kenya 2012):

* No mechanism defined to evaluate governance in water sector.

* Parliament bills and acts are conflicting and overlapping with the draft water
policy and water bill.

* Informal water providers are not recognised by the law.

* Non-compliance with policies and legislations that have not been gazetted.

* Insufficient knowledge and understanding of policy and legislation in water
sector institutions.

* Inadequate communication of policy and legislation documents.

42. 3fHRH It wawvias AEwffe g =t 94t Integrity regulations not enforced

Category Framework risk
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Description | In the water sector and beyond, a number of legislations and regulations are

now in place to prevent and sanction corrupt behaviour and safeguard the
integrity of WASAs and their employees (e.g. Anticorruption Commission Act
(2004), Prevention of Corruption Act (1947) or Penal Code (XLV of 1860).
Nonetheless, illicit practices persist. Many legal and regulatory provisions are
either not enforced or adherence to them not supervised in practice.

If new rules and legal requirements are not substantiated with enforcement
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mechanisms or violations of such rules goes without sanctioning due to political
interference, these integrity regulations are diminished to “window dressing” for
the donors and partners.

Red flags * lllicit behaviour such as bribery or corruption is considered to be normal
business behaviour
* Low confidence in regulatory and enforcement bodies
Documented | Corruption and Accountability, Water Sector Integrity in Bangladesh — Country
examples Baseline Assessment, 2014:

* Many water development projects experience allegations over misuse of
public resources and corruptions. The Task Force of Bangladesh Water
Development Board reviewed many such cases and some of which later
telecasted in electronic media. Corruption over purchase of dredging
machines, excavation of Jamuna river channel near Sirajganj, corruption
over canal excavation in Chandpur all are investigated by BWDB’s internal
(by the Task Force) investigation teams. But the rectification measures are
weak and delicate that does not enforce enough penalties which may
provide strong warnings to stop further corruptions. These areas should be
taken care of more seriously

Ministry of Land, Water Sector Integrity in Bangladesh — Country Baseline

Assessment, 2014:

* According to the objectives, this ministry is working to manage the jalmahal,
shrimp mahal to meet national goals in water resources management. They
have done a survey to identify the jalmahal in the country and this report is
available in their website. Corruption and transparency is common
phenomenon because there is no regular independent audit, manual tender
and procurement of goods and services is not open and transparent.
Though they publish success report and they have the system to complain
through the website. Besides this the citizen charter also provides complain
form with important suggestions regarding this issue. Environmental
management and water resource management is neglected because
environmental laws and regulations are not effectively enforced and
progress is not being made towards integrated water resources
management through pilots or on-going programmes. Besides they have
policy regarding chingri mohal policy, jalmohol policy and salt mohal policy
but any policy regarding the water and environmental management are not
found. Monitoring and evaluation information or data related to water
resources management are not available.

Corruption and the Private Sector (Tl 2009):

* Tackling corruption and strengthening business integrity when large parts of
important economic activity are carried out outside officially regulated
structures is vexing for governments, especially since the relationship
between corruption and the informal sector is ambivalent. Corruption
nurtures informality. Excessive regulation and the entry points for corruption
that it provides further exacerbate arbitrariness in regulation and entry costs
and drives economic activity into informality. At the same time, the lack of
legal protection and the desire to dodge regulations makes the informal
sector a particularly easy prey for extortion and solicitation of bribes by
corrupt officials, thereby helping to sustain petty corruption among tax
collectors, local police, environmental inspectors and other officials. Where
the informal sector competes with formal businesses, this also may
encourage others to follow suit in order to reduce regulatory burdens and
compete on an equal footing.

45




A TRANSPARENCY Bangladesh
INTERNATIONAL BAWl N Water Integrity
C e w a s Network
BANGLADESH

Dy 1Mo 1 - ; ! ~
Fighting corruption in water worldwide Social movement against corruption I lOHIUf”lg Illft’gllf}/ in the water sector

43. @A"Y AP I@ FAR 7 ©itwd & #*w we Lack of sanctions for
non-performing WASAs

Category Framework risks
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Description | In some regulations sanctions are stipulated against poorly performing WASAs,
including administrative sanctions from reprimand and loss of position of the
BoD to the suspension of operations of the WASA. The reality is often that only
a few WASAs (directors) are sanctioned for their poor performance,. The lack
of sharpness in the administration of sanctions, affects the progress of reforms
in WASAs.

Red flags * Poorly performing WASAs not being sanctioned by the regulatory body.
* Negative feedback of customers on service and performance.

* Performance assessment of the BoD is not transparent.

* BoD is not held accountable for low performance.

Documented | Bangladesh Water Act, 2013, Water Sector Integrity in Bangladesh — Country

examples Baseline Assessment, 2014:

* Bangladesh Water Act is an act to make provision for integrated
development, management, abstraction, distribution, use, protection and
conservation of water resources. For the purpose of this act “National Water
Resources Council” was established and the main function of this council is
to make policies and give instruction for integrated development, proper
use, safe abstraction, proper distribution, proper protection and proper
conservation of water resources and to ensure the implementation of
national water resources plan. The participation of civil society and print
media is encouraged and the development approach is used for
sustainability of water resources in this act. The water act is committed to
anticorruption and stiff judicial, economic and social sanctions are being
imposed on offenders and publicly announced in the media. But
accountability issues are not prioritised in this policy and service providers
are not responsive to their responsibilities.
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